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Abstract

e What is the reason for using Embedded Internet?
Embedded Internet allows a dramatic cost reduction
as well in the development phase as over the lifetime
of the product.

 How to achieve this cost reduction? The consequent
integration on the HTTP protocol and the use of
existing SW and HW building blocks allows the focus

on the company’s core competence.

SpiderControl™ irtual Grivate @nirastructure

www.spidercontrol .net www. vpi-initiative.com




Net  Using Embedded Webservers in
ini Industrial Applications

Abstract

« How important is security? Security is crucial when
connecting to the Internet. However, the internet
connection is generally only one aspect of embedded
Internet. The VPI-Initiative (Virtual Private
Infrastructure) offers an open, secure, and scalable
approach using standard protocols.

e What about real life examples? The last section shows
existing products (in mass production) which have
successfully implemented these concepts.
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o Why Using Embedded Internet

Integration of all interfacing tasks on one

protocol (TCP/IP, HTTP)

e Local MMI’s

* Remote MMI’s

e Interface to SCADA (Supervisory Control and Data
Acquisition)

e Interface towards third party products

e Interfaces towards Data Base connectivity

« Remote maintenance

 Parameter and calibration interface for production and
product integration

e Interface towards quality control
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Net

o Why Using Embedded Internet

Where costs occur:
e Product development and maintenance
e Production and integration
e Adaptations of building blocks into new products

The problems of legacy architecture
- Different technologies for different tasks
e (Too) many protocols
e Redundancy of tasks
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o Focus On Core Competence

Why companies hesitate:
e Investments in new technologies are high
e Technology risk: TCP/IP is complex and error prone

e Ressources: more and more technologies must be
maintained by the development team

Solution: Use of designhated HW and SW building
blocks
e Microcontroller based reference design integrating
Ethernet (e.g. NEC V850)
e RTOS, TCP/IP and Web-server included
e Tools for designing MMI’s and interfaces
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o HW building blocks: goNet
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in?Net HW building blocks: goNet

A hardware reference design integrating all
necessary components

* The schematics of the reference design can be used by the customer. They
can be extended with additional, product specific circuits.

Evaluation Board

The development of the software can be started at the same time on an
existing evaluation board. When the customer-specific hardware is ready, the

software can be ported easily from the evaluation-board to the new
hardware.

JTAG Debugger
« A JTAG debugger can be plugged in to the customers hardware. The time to

test and set up the hardware is very short, because the core components

have all been reused from the reference design, both for hardware and

software. After a few days, the developer can focus on the control software
and the additional circuitry.
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o HW building blocks: goNet

Design decisions:

* Alarge, scalable family of microcontrollers offers the
flexibility to develop a product range to address several
tasks. For every task, the microcontroller which fits best
in terms of integrated functions can be chosen. The
software and hardware architecture can remain almost
identical.

e Long term availability: Standard microcontrollers are in
production for a longer period of time. They are designed
for the specific needs of industrial applications. When
they go out of production, an upward compatible solution
is offered very often.
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o SW building blocks: SpiderControl™

Network oriented Software

e An embedded system integrating TCP/IP has two jobs
to do: Control and Networking

e Control: Core competence of the HW manufacturer

* Networking brings the ‘Value Add’ of the TCP/IP
technology

e An embedded Web-server is only 20%0 of the Software
in terms of the possible networking tasks
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o Visualisation

SpiderControl™ Editor

e Graphical programming,
easy to use

e Java based, animated
MMI’s

e Used for MMI’s of firmware
or sold as OEM Software to
end-customers

e Low-cost, no runtime-fees
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o Embedded Visualisation

MicroBrowser Software

e There is a world below WinCE

e Focus: Low-cost, Hi-Rel

e Displays any MMI designed by
the SpiderControl Editor

e Uses the HTTP protocol

* Implements the same graphic-
objects library, but written in
the C language

* Needs no graphical OS, uses
direct access to embedded
graphic controller (e.g. EPSON)

e Runson 16 Bit u~C@20MHz

e Small memory footprint
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@Net SOAP Interface on embedded
ini System
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standard for platform
independent RPC’s

No more drivers and gateways
Direct integration to third
party products

Fully compatible to MS
VisualStudio.net

Import WSDL File directly from
target, immediate access to
embedded data

Both client and server are
possible
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Internet Connectivity/Security

Internet Connectivity to the factory floor:

< How can the embedded system be presented to the internet without damaging

firewall security concepts?

e How can embedded web-servers be maintained by people from the factory floor,
who do not have the know-how to manage complex VPN connections and

firewalls?

< The owner of the embedded system, the machine or the factory does not want to
loose control over his equipment. Access rights must be under tight control by the
owner. Connections can be opened on demand, only by the owner, also by

untrained people.

+ Devices must be attached to the internet using different communication
technologies (PSTN, ISDN, ADSL, or GSM modems, Leased Lines,...). All of these
possibilities must be seamlessly integrated and maintained.
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Vitual Private Infrastructure (VPI)
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Functions of a VPI portal from
the user’s point of view:

Log in

Select a target system
Access the embedded
Webserver

Full transparency, also with
SOAP clients
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o Vitual Private Infrastructure (VPI)
wes . me . .. Functions of a VPI portal:
AT < Management of attached
- target systems, users and
s \maatin groups
o T pens Transparent presentation of
] attached (embedded) Web-
B Wen servers to the internet
s . Establish connections to
e s targets on demand
L) ] Support all possible
G %Jﬂﬁ:“' communication infrastructures
il Oeieci (PSTN, ISDN, ADSL, or GSM
e modems, Leased Lines,...)
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. VPI-Agent

ini
a3 Functions of a VPI-Agent:
e Transparent connection for a
e V_PI-PortaI using eX|sfc|ng on-
Pt ' site Internet connection
b e HTTP Tunneling from inside the
tiarr ey intranet to the portal
e Transparent access on one or
;Feren more embedded Web-servers
e inside the m_tranet _
e e SSL encryption over public
networks
e EN
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o Example: Building Automation

Aquametro AmbusNet

 The'Ambus-Net' device is used in the
metering/building automation sector. It
is capable of maintaining up to 255
meters (cold-/warm-water, electricity,
flow,...) attached to the M-Bus.

e 16 Bit@20MHz micro-controller

* Local touchscreen/MicroBrowser

e Embedded Webserver MMI's

e Alarming over networks

e Modem/ISDN/GSM connectivity for
remote maintenance

e Compact-Flash media data logging

 SOAP Interface
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@Net  Example: Measure and Control

ini (MSR)

Kistler ComoNet

* Web-server based pressure measuring device implementing very demanding
real-time computing tasks

32 Bit@40MHz micro-controller

* Remote configuration with Internet Explorer or external MicroBrowser
device

* Various data processing services for database storage, quality control,
backup, file exchange, etc. using the webserver interface
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o Example: Automation (PLC)

SAIA-Burgess S-Web

Saia PCD.Web-Server integrated in all
products without additional costs: from
powerful PLCsto simple remote 1/0
Web-Browser as standard tool for
commissioning, service, control and
monitoring. No specific or proprietary
tools and runtime licences required.
Continous access through any interface
and network: from Ethernet-TCP/IP to
Profibus

S-Web Editor integrated in
programming environment
S-Web-Connect for the PLC connection
management
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o SAIA-Burgess S-Web
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